BO THONG TINVATRUYEN THONG  CONG HOA XA HQI CHUNGHIA VIET NAM
Poc lap — Tu do — Hanh phic

S6: 742 /QP-BTTTT Ha Ngi, ngay 22 thdng 04 nam 2022

QUYET PINH
Ban hanh Yéu cau an toan co ban d6i véi Phan mém ni bd

BO TRUONG BQ THONG TIN VA TRUYEN THONG
Can cir Lugt An toan thong tin mang ngay 19 thang 11 nam 2015,

Can cit Nghi dinh s6 85/2016/NP-CP ngay 01 thang 7 nidm 2016 cia Chinh
phui vé bdo dam an toan hé thong thong tin theo cdp dg;

Cdan cir Nghi dinh sé 17/2017/NB-CP ngay 17 thang 02 nam 2017 cua
Chinh phi quy dinh chite ning, nhiém vu, quyén han va co cdu té chirc cia Bg
Thong tin va Truyén théng;

Can cir Thong tw s6 03/2017/TT-BTTTT ngay 24 thang 4 nam 2017 cia Bé
Thong tin va Truyén théng quy dinh chi tiét va hwong dan mét sé diéu cuia Nghj
dinh 85/2016/NP-CP ngay 01 thang 7 nam 2016 vé bdo dam an toan hé thong
thong tin theo cdp do;

Can cir Thong tw s6 2412020/TT-BTTTT ngdy 09 thang 9 nam 2020 cia Bé
Thong tin va Truyén théng quy dinh vé cong tac trién khai, giam sat cong tac trién
khai va nghiém thu dur dn dau tw ving dung cdng nghé thong tin si dung nguan
Von ngdn sdach nha nuéc.

Theo dé nghj ciia Cuc trrong Cuc An toan thng tin.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh ndy Yéu ciu an toan co ban di voi
Phan mém noi bs.

Piéu 2. Khuyén nghi co quan, to chiic nghién ctu, phat trién, lya chon, str
dung Phan mém noi bo dap @ng c4c yéu cau an toan co ban theo Biéu 1 Quyét
dinh nay.

Pieu 3. Cuc An toan thdng tin chu tri, phdi hop Véi cac co quan, to chic
lién quan huéng dan viéc ap dung cac yéu cau trong Yéu cau an toan co ban doi
véi Phan mém néi bo tai Biéu 1 Quyét dinh nay.

Piéu 4. Quyét dinh nay cd hiéu luc thi hanh ké tir ngay ky.



Piéu 5. Chanh Vin phong, Cuc trudong Cuc An toan théng tin, Thu trueng
cac don vi thudc Bo, céc to chirc, c& nhan c6 lién quan chiu trach nhiém thi hanh
Quyét dinh nay./.

Noi nhgn: KT. BQ TRUONG
- Nhu Pidu 5; THU TRUONG
- B6 trudng (dé b/c);

- Cac Thir truong;
- Cong thong tin dién tir cua Bo;
- Luu: VT, CATTT.




YEU CAU AN TOAN CO BAN POI VOI PHAN MEM NOI BO

(Kém theo Quyér dinhsé ~ /OP-BTTTT ngday  thdng ndm 2022
cia Bé trirong Bg Thong tin va Truyén théng)

I. THONG TIN CHUNG
1. Pham vi &4p dung

Noi dung tai Quyét dinh nay dwa ra cac yéu cau an toan thong tin co ban ddi véi
Phan mém ndi bo nham dap g cAc y&u ciu an toan lién quan dén tng dung va dit
liéu theo Thong tu 03/2017/TT-BTTTT ngay 24 thang 4 nam 2017 cua B6 Thong
tin va Truyén thong va Tiéu chuan TCVN 11930:2017.

2. Péi twong ap dung

Co quan, to chtrc lién quan dén viéc phat trién, kiém thi: Phan mém noi bo
trong du an dau tu Gtng dung cong nghé thdng tin sit dung ngudn vén ngan sach
nha nudc.

3. Khéi niém va thuat ngir

Trong tai liéu nay cac khai niém duoc tham chiéu trong Tiéu chuan quoc gia
TCVN 11930:2017.

Khai niém Phan mém noi bd dugc hiéu nhu sau: Phan mém noi bo 1a phan
mém dugc xay dung, phat trién, nang cip, mé rong theo cac yéu cau riéng cua to
chtc hodc nguoi sir dung nham dap (ng yéu cau dic thi caa to chie hodc nguoi
su dung do.

1. YEU CAU AN TOAN CO BAN

1. Y&u cau vé tai liéu

Phan mém noi b co tai liéu bao gom cac noi dung sau:

a) Hudng dan trién khai va thiét 1ap cau hinh;

b) Hudng dan sir dung va quan tri;

c) Tai liéu thiét ké;

d) M4 nguon san pham (theo yéu cau cta bén dé nghi danh gia).
2. Yéu cau vé quan Iy diém yéu an toan thong tin

Trudce khi thuc hién nghiém thu va ban giao, Phan mém noi bo khong ton tai
15 hong, diém yéu dugce danh gia va xac nhan bai to chic chuyén mon duge co
quan cd tham quyén cip phép hoic to chic su nghiép nha nudc ¢ chirc ning,



nhiém vu pht hop do chu quan hé thdng théng tin chi dinh thuc hién theo quy
dinh cua phap luat.

3. Y&u céu vé chite niang Xac thuc
3.1. Chuc nang Xac thuc d6i voi Phan mém noi bo bao gom:
a) Xac thuc ngudi sir dung khi truy cap, quan tri, cau hinh Phan mém;

b) C6 chtic nang cho phép luu trit c6 ma hoa thong tin xac thuc hé thong st
dung thuat toan hash tor SHA-256, SHA-512, SHA-3 va cac thuat toan tuong
duong;

c) C6 chirc niang cho phép thiét 1ap chinh sach mat khaucua tai khoan;

d) C6 chtic ning cho phép han ché sb lan dang nhap sai trong khoang thoi
gian nhat dinh véi tai khoan nhat dinh;

d) Co chuc nang cho phép ma hoa thong tin xac thuc trudgc khi giri qua moi
truong mang;

e) C6 chirc ning cho phép st dung co ché xéac thue da nhan t6 dé xac thuc
ngudi st dung.

3.2. Y&u cau cu thé dbi véi timng chuc nang xac thuc & trén, khi Phan mém
duoc trién khai trén hé thong thong tin theo ting cap do dugc tham chiéu chi tiét
tai Muc 1, Phu luc kem theo.

4. Yéu cau vé chire ning Kiém soat truy cap

4.1. Chtrc nang Kiém sodt truy cap dbi vai Phan mém noi bo bao gom:

a) C6 chirc niang cho phép thiét 1ap gisi han thoi gian cho (timeout);

b) C6 chire nang cho phép gidi han dia chi mang quan tri duwoc phép truy cap,
quan tri Phan mém tir xa;

¢) C6 chire nang cho phép phan quyén va cap quyén tdi thiéu vé truy cap,
quan tri, s dung tai nguyén khac nhau caa Phan mém voi ngudi st dung/nhom
ngudi st dung ¢ chire ning, yéu cau nghiép vu khéc nhau;

d) C6 chirc nang cho phép thiét 1ap quyén tdi thiéu (quyén truy cap, quan tri)
cho tai khoan quan tri ing dung theo quyén han;

d) C6 chuc ning cho phép thay d6i, tach biét cong quan tri tng dung Véi
cong cung cap dich vu ang dung:

e) C6 chirc nang cho phép khoa tam thoi quan tri tng dung trong khoang thoi



gian ngoai gio lam viéc.

4.2. Yéu cau cu thé ddi voi ting chirc nang Kiém sodt truy cap & trén, khi
Phan mém duoc trién khai trén hé thong thong tin theo ting cip do dugc tham
chiéu chi tiét tai Muc 2, Phu luc kém theo.

5. Yéu cau vé chire ning Nhat ky hé thong
5.1. Chuc nang Nhat ky hé théng ddi vi Phan mém néi bo bao gom:
a) C6 chirc ning cho phép ghi nhat ky hé théng gém nhiing thong tin:
i. Thoi diém sinh nhat ky;
ii. Phan nhom nhat ky;
iii. M0 ta thao tac/10i;
iv. Béi twong thyc hién thao tac/sinh 13i;
V. Muc dé quan trong.

b) C6 chuc niang cho phép quan 1y va luu trit nhat ky hé théng trén hé thong
quan ly tap trung;

¢) C6 chiic ning cho phép phan quyén truy cap, quan ly dir liéu nhat ky hé
théng ddi véi cac tai khoan cé chire ning quan tri hé thong khéc nhau.

5.2. Y&u cau cu thé dbi vai ting chirc nang Nhat ky hé théng o trén khi Phan
mém dugc trién khai trén hé thong théng tin theo ting cap do duoc tham chiéu
chi tiét tai Muc 3, Phu luc kém theo.

6. Y8u cau vé An toan &ng dung va ma nguén

6.1. Yéu cau vé An toan (ng dung va ma ngudn déi véi Phan mém noi bo
bao gom:

a) CH chirc nang cho phép kiém tra tinh hop ¢ caa thong tin, dit liéu dau vao
trude khi xu ly;

b) C6 chirc ning cho phép bao vé tng dung chéng lai nhitng dang tan cong
pho bién: SQL Injection, OS command injection, RFI, LFI, Xpath injection, XSS,
CSRF;

¢) C6 chirc ning cho phép kiém soéat 16i, thong béo 13i tir tng dung;

d) Co chirc nang cho phép bao dam khong luu trir thdng tin xac thuc, thong
tin bi mat trén ma nguon tng dung.

6.2. Y&u cau cu thé di véi tirng chirc niang An toan @ng dung va ma ngudn
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& trén khi Phan mém dugc trién khai trén hé théng thong tin theo ting cip do
duoc tham chiéu chi tiét tai Muc 4, Phu luc kém theo.

7. Yéu céu vé chirc niang Biao mat thong tin lién lac

7.1. Chirc nang Bao mat thong tin lién lac d6i vai Phan mém noi bo bao gom:

a) CO churc nang cho phép ma hoa thong tin, dit liéu (khéng phai la théng tin,
dir liéu cong khai) truéc khi truyén dua, trao d6i qua méi truong mang;

b) C6 chue niang cho phép st dung chit ky s6 dugc cung cap béi co quan co
tham quyén dé bao vé dir liéu va chéng chdi bo (ddi véi cac ang dung yéu cau st
dung chit ky s6).

7.2. Yéu cau cuy thé dbi véi tirng chire ning Bao mat thdng tin lién lac ¢ trén
khi Phan mém duoc trién khai trén hé théng thong tin theo tung cap do dugc tham
chiéu chi tiét tai Muc 5, Phu luc kém theo.

8. Yéu cau vé chirc niang Sao luu dw phong

8.1. Chuc ning Sao luu du phong ddi vai Phan mém noi bo bao gom:

a) Co chtrc nang cho phép tu dong sao luu du phong;

b) C6 chirc ning cho phép gan nhan loai dit liéu duoc luu trit theo quy tic
duoc thiét lap;

¢) C6 chtic nang cho phép thiét 1ap cau hinh dé gui dix liéu du phong vé hé
théng luu trit tap trung.

8.2. Y&u cau cy thé ddi véi tirng chirc nang Sao luu du phong & trén khi Phan
mém dugc trién khai trén hé thong thong tin theo ting cap do duoc tham chiéu
chi tiét tai Muc 6, Phu luc kém theo.



Xac thue

PHU LUC
YEU CAU AN TOAN CO BAN CHO PHAN MEM NOI BO
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Co6 chuc nang
xac thyc nguoi
st dung khi truy
cap, quan tri, cAu
hinh Phan mém.

a) Co giao dién quan ly
tai khoan nguoi s dung.

b) Yéu cau xac thuc
nguoi st dung khi truy
cap quan tri, ciu hinh
Phan mém.

¢) Yéu cau xac thyc
nguot st dung khi truy
truy cap st dung Phan
mém.

1.2

Co6 chuc nang
cho phép luu trix
c6 ma hoda thong
tin xac thuc hé
théng.

Thong tin xac thuc dugc
Iyu trir ¢6 ma hoa trén
Phan mém sux dung thuat
toan hash tir SHA-256,
SHA-512, SHA-3 vacac
thuat toan tuong duong

1.3

C6 chac nang
cho phép thiét
lap chinh séach
mat khau ngudi
su dung.

a) CH chtrc nang yéu cau
nguoi dung dat mat khau
moéi khi dang nhap lan
dau sir dung mat khau
mac dinh.

b) C6 chirc nidng cho
phép thiét 1ap quy tac dat
mat khau vé sb ky tu,
loai ky tu.




c) Co6 chuc nang cho
phép thiét 1ap thoi gian
yéu cdu thay doi mat
khau.

d) C6 chic nang cho
phép thiét 1ap thoi gian
mat khau hop 1¢.

d) Khoa tai khoan va yéu
cau nhap mat khau méi
khi mat khau cua tai
khoan d6 hét han thoi
gian hop 1€.

e) Mé khoa tai khoan
khi thay d6i mat khau
thanh cong d&i véi
truong hop mat khau hét
han thoi gian hop €.
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CO chuc nang
cho phép han
ché sb lan ding
nhdp sai trong
khoang thoi gian
nhat dinh véi tai
khoan nhét dinh.

a) Co giao dién cho phép
thiét 1ap chinh sach vé
gidi han s lan ding
nhdp sai trong khodang
thoi gian nhét dinh.

b) CO chuc nang canh
bdo td1 nguoi s dung
khi vi pham chinh sach.

¢) Co churc nang ty dong
ngan can vi¢c dang nhap
ty dong khi vi pham
chinh sach trén.




d) Cé6 chuc nang tu dong
vOo hi€u hoa tai khoan
néu vi pham chinh sach
trén.

1.5

CO chuc nang
cho phép ma hoa
thdbng tin Xxac
thuc trudc khi
gii qua moi
truong mang.

Chutrc nang bao dam mat
khau dugc m3 hoa trudce
khi giri qua moi trudong
mang.

1.6

CO chuc nang
cho phép su
dung co ché xac
thuc da nhan tb
dé xac thuc
nguoi st dung.

a) Co6 giao dién cho phép
quan tr1 vién quan ly
chinh sach vé xéc thuc
da nhan td.

b) Tich hop cac budc
xac thuc da nhan td khi
chinh sich dbi véi
truong hop nay duoc
kich hoat.

Kiém soat truy cap

2.1

Co6 chuc nang
cho phép thiét
lap gidi han thoi
gian cho
(timeout).

a) Co6 chuc nang cho
phép thiét 1ap giéi han
tho1 gian cho (timeout)
dé dong phién két ndi
khi Phin mém khong
nhan dugc yéu cau tir
nguoi dung.




b) Hién thi thdng béo,
dong phién két ndi da

hét han thoi gian
timeout va yéu cau dang
nhap lai.

2.2

Co6 chuc nang
cho phép gioi
han dia chi mang
duoc
phép truy cép,
quan trj Phan
mém tir xa.

quan tri

a) Co giao dién cho phép
quan tri vién quan ly
chinh sach vé gi6i han
dia chi mang quan tri
duoc phép truy -cap,
quan tri Phan mém tur
Xa.

b) Co chirc nang thuc thi
chinh sach vé gii han
dia chi mang quan tri
dugc phép truy cap,
quan tri Phan mém tir xa
O trén.

2.3

Co6 chuc nang
cho phép phan
quyén va cap
quyén toi thiéu
truy cap, quan
tri, st dung tai
nguyén khac
nhau ctia Phéan
mém vé6i ngudi
st dung/ nhém
nguoi su dung

a) Co giao dién cho phep
quan tri vién quan ly
chinh sach vé phan
quyén tai khoan theo
ting nhém tai khoan.

b) Phan loai nhom tai
khoan theo it nhat 03
nhém:

i. Tai khoan nguoi su
dung thong thuong;




c6 chiic nang,
yéu cau nghiép
vu khac nhau.

ii. Tai khoan quan tri
murc St dung;

iii. Tai khoan quan tri
mac phat trién, van
hanh.

c) Co6 chtrc nang thyc thi
chinh sach phan quyén
va cap quyén téi thiéu
truy cap, quan tri, s
dung tai nguyén khac
nhau & trén.

2.4

CO chuc nang
cho phép thiét
lap quyén ti
thiéu (quyén
truy cap, quan
tr1) cho tai khoan
quan tr1  Ung
dung theo quyén
han.

a) Co6 giao dién cho phép
quan tri vién thiét lap
quyén cho céc tai khoan.

b) C6 chiic nang thyc thi
chinh sach phan quyén
cho cac tai khoan ¢ trén.

2.5

CO chlrc nang
cho phép thay
doi, tach biét
cong quan tri
ung dung véi
cong cung cip
dich vy Ung
dung.

c) Co giao dién cho phép
quan tri vién quan ly
chinh sach vé cong quan
tri tng dung va cong
cung cap dich vu tng
dung.

b) Co chirc nang thuc thi
chinh sach tach biét
cong quan tri tng dung
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véi cong cung cap dich
vu urng dung o trén.

2.6

CO chuc nang
cho phép khoa
tam tho1 quan tri
ung dung trong
khoang thoi gian
ngoai gio lam
viéc.

a) Co6 giao dién cho phép
quan tri vién quan ly
chinh sach vé khoang
thoi gian dugc phép
thuc hién thao tic quan
tri.

b) Co chirc nang thyc thi
chinh sach vé khoang
thoi gian dugc phép
thuc hién thao tac quan
tri hé théng O trén.

Nhat ky hé thong

3.1

Co6 chuc nang
cho phép ghi
nhat ky hé théng

gdm nhitng

a) Phin mém cung cip
chure nang ghi nhat ky hé
thong.

thong tin.

b) Nhat ky hé thdng
dugc phan loai theo it
nhat 05 nhom:

i. Nhat ky truy cap Phan
mém;

ii. Nhat ky dang nhép
khi quan tri Phan mém;
iii. Nhat ky cac 156i phat
sinh trong qua trinh hoat
dong;
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Iv. Nhat ky quan ly tai
khoan;

v. Nhat ky thay d6i cdu
hinh Phan mém

3.2

Co6 chuc nang
cho phép quan Iy
va luu triv nhat
ky hé thong trén
hé théng quan 1y
tap trung.

a) Co giao dién cho phép
quan tri vién quan ly
chinh sach vé nhat ky hé
thong.

b) Cho phép quan tri
vién cu hinh khoang
thoi gian luu trir nhat ky
qua giao dién trén.

c) Luu trir nhat ky véi it
nhat 05 thdng tin:

i. Thoi diém sinh nhat
ky;

ii. Phédn nhom nhat ky;
iii. M0 ta thao tac/1i;
iv. i twong thuc hién
thao tac/sinh 15i;

V. Mtrc do quan trong.

3.3

CO chlrc nang
cho phép phan
quyén truy cp,
quan ly dir liéu
nhat ky hé théng
d6i voi cac tai

a) Co6 giao dién cho phép
quan tri vién quan ly
chinh sach vé phan
quyén tai khoan theo
ttng nhom tai khoan
quan tri.




khoan c¢6 chuc
nang quan tri h¢

thong khac

nhau.
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b) Co chirc nang thuc thi
chinh sach phan quyén &
trén.

An toan wrng dung va ma nguon

4.1

Co6 chuc nang
cho phép kiém
tra tinh hop 1¢
cua thong tin, di
litu dau vao
trudc khi xur 1y.

Co6 chtc nang thuc thi
viéc kiém tra tinh hop 16
cua thong tin, dir li¢u
dau vao trude khi xu ly

4.2

Co6 chuc nang
cho phép bao vé
tmg dung chéng
lai nhiing dang
tan coéng phd

bién: SQL
Injection, OS
command

injection, RFI,
LFI, Xpath

injection, XSS,
CSRF

Phin mém duoc kiém
tra, danh gia, kiém thir
xam nhdp theo tiéu
chuin OWASP va
khong ton tai diém yéu
cho phép ké tin cong
khai thac théng qua cac
dang tin cong: SQL
Injection, OS command
injection, RFI, LFI,
Xpath Injection, XSS,
CSRF.

4.3

CO chlrc nang
cho phép kiém
soat 16i, théng
bao 16i tir ung
dung.

a) Co chtc ning kiém
soat 10i, chi hién thi c4c
thong béao 16i dugc kiém
soat dén ngudi dung va
khong hién thi cac 16i
bén trong hé théng.
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b) C6 chirc nang hién thi
thong bao 16i dén ngudi
st dung.

4.4

CO chuc nang
cho phép bao
dam khong luu
trir thong tin x4c
thuc, thong tin
bi mat trén ma
ngudn tmg dung.

a) Thong tin xac thuc, bi
mat khong dugc dua
tryc tiép vao méd ngudn
ung dung ma phai duogc
thiét 1ap thong qua giao
dién céu hinh hé théng.

Bdo mat thong tin lién lac

5.1

CO chuc nang
cho phép ma héa
thong tin, dir
liéu trude khi
truyén dua, trao
ddi qua moi
truong
(d6i v6i cac tng
dung yéu cau str
dung chit ky sd).

mang

Co chuc nang cho phép
ma hoa dir liéu trude khi
truyén dua, trao d6i qua
modi  truong mang Sua
dung chit ky so.

Sao luu du phon

g

6.1

C6 chac nang
cho phép tu
dong sao luu du

phong.

a) Co giao dién cho phép
quan tri vién thiét lap
chinh sach vé sao luu du
phong co so dir liéu va
cau hinh hé thong.

b) C6 chuc niang cho

phep thuc hién viéc sao
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luu du phong theo chinh
sach o trén.

6.2

Co6 chiic nang
cho phép phép
gan nhan loai dir
liéu duoc luu trix
theo quy tic
duoc thiét lap.

a) Co6 giao dién cho phép
quan tri vién quan ly
chinh sach vé phan loai
dir liéu duoc luu trir theo
tung nhom dir li€u.

b) C6 chic nidng cho
phép luu trit dit liu theo
tén dinh dang d6i véi
tung loai dir liéu tai muc
trén.

6.3

CO chuc nang
cho phép thiét
lap cau hinh dé
gui dir liéu du
phong vé hé
thdng luu trix tap
trung.

a) Co6 giao dién cho phép
quan tri vién thiét lap
cau hinh dé giri dir liéu
du phong vé hé thong
luu trir tap trung.

b) CO chic nidng cho
phép thuc hién sao luu
du phong thu cong co so
dit liéu va ciu hinh h¢
théng 18n hé théng luu
trlr tap trung.

c) Co6 chic niang cho
phép thuc hién sao luu
du phong tu dong co so
dit liéu va cau hinh h¢
théng 18n hé théng luu
trlr tap trung.
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d) C6 chic nang cho
phép khoi phuc di liéu,
cau hinh hé théng tir dix
liéu duoc luu trir trén hé
thong luu trit tip trung.
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